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o o Adversaries and competitors seek to exploit our
Su EPIV Chaln R|Sk Management supply chain in order to copy and/or compro-
mise networks and weapons systems.
IT PRODUCT / SUPPLY CHAIN
Vulnerabilities exist in the System Lifecycle -
' I(F.r?g'grgcre'::lnr?ahuous Research,Development, and Acquisition phase,
hardware OiF St AT as well as during Operations and Sustainment.
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o System Integration
xfiltration of data from DIB -

to aid future exploitation ==
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' System Operation & Sustainment POSITIONING,
xploitation of outsourced ser- NAVIGATION,
vicesincluding maintenance AND TIMING
DoD is implementing both centralized and decentralized capabilities: T
Strengthen supply chain security | Reduce the attack surface SYSTEMS
SCRM Threat Joint Federated SCRM Mitigation
Analysis Cetner Assurance Center Cell Block risky suppliers
(TAC) (JFAC) usnf Seczllcsmpp
Provides recom- d
Provides threat Provides Enhanced mendations 806/233%a
intelligence Vulnerability Detec-  on mitigating risk Authorities M2
reports tion & Advanced -
Integrity Analysis AND
Decentralized Execution with Service & Agency SCRM SMEs COMMUNICATIONS

ENDSTATE: Institutionalized Enterprise Supply Chain Risk Management

*SLIDE CONTENT from Publicly Available Government Information
REF link from AFCEA where BG Crall presented DoD Cyber Landscape slides

B3R« https://www.afcea.org/content/cyber-needs-be-integrated-not-treated-uniquely
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[iCybersecurity Maturity Model Certification,

https://www.afcea.org/content/cyber-needs-be-integrated-not-treated-uniquely &



http://spam.exam.gov.tw/mg-cgi/mg_redirect?dmn=exam.gov.tw&mid=60D3E31D.00096484&mtime=1624498973&url=https%3A%2F%2Fwww%2Eafcea%2Eorg%2Fcontent%2Fcyber%2Dneeds%2Dbe%2Dintegrated%2Dnot%2Dtreated%2Duniquely

[l & EEEEITERE, hitps://www.taics.org.tw/eng/ B

1 Understanding IEC 62443, https://www.iec.ch/blog/understanding-iec-62443 &

[4] OWASP loT Top 10, https://owasp.org/www-project-internet-of-things/ &
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